TRAINING AND TESTING
SPECIFICATIONS FOR LEARNING DOMAIN #63
COMPUTERS AND COMPUTER CRIMES

January-1-2004 July 1, 2007
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I LEARNING NEED

Investigators need to be-famitiarwith know the many common uses of computers in criminal activity. (4)

LEARNING OBJECTIVES

A Define-the-term Explain how a computer can be a target of criminal activity (14)

Define-the-term Explain instrument of criminal activity (14)

B
C. Define-the-term Explain repository of criminal activity (14)
D
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Discuss specific crimes associated with computers, including:

1. Child pornography

2. Fraud schemes

3. Counterfeiting

4.— Component-theft—(15)
5. 4. Stalking

6.5, Hacking

6. Identity theft

E. Discuss the federal laws relating to computer crimes
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F. Discuss the state laws relating to computer crimes
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Il. LEARNING NEED

Investigators need to become familiar with the terminology used to discuss hardware, software, and certain
computer processes.

LEARNING OBJECTIVES

A. Define-Describe the term hardware components of a computer system (5)
B Describe-the-three-groups-of-hardwareinchiding—(5)

G- B.  Define the term storage media

B-C. StateGive examples of storage media
E——State-examples-of-inputioutput devices—(5)
F——Describe-the-standard-components-of-a-computercase  (5)

G:D. DPefine— Describe the-term software components of a computer system (5)
H.—— Deseribe- two-types-of software-including:—(5)

_— 1 Operating-system-software—(5)

_ 2 Apphicationsoftware—(5)
L——Describe-the-function-of-the power-on-self-test—(5)

1. LEARNING NEED

Investigators need to become-familiarwith know methods of gathering evidence in computer crime investigations. (4)
LEARNING OBJECTIVES

A Discuss the importance of gathering intelligence
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VI.

VII.

VIII.

B. Describe the need for proper technical terminology in search warrant affidavits
C. Discuss topics for which expert consultation may be advisable
D. Explain Demonstrate the importance of securing the electronic scene (14)

E—Discussthe principle of “Do-Ne-Harm” (1)

E-E.  State Explain the need importance-te of properly recording the scene (4)
G. F.  Discuss recommendations considerations for processing the scene (4)
REQUIRED TESTS

None

REQUIRED INSTRUCHONAL LEARNING ACTIVITIES (6)

None
HOURLY REQUIREMENTS

Students shall be provided with a minimum number of instructional hours on computers and computer crimes.
ORIGINATION DATE

July 1, 2002

REVISION DATES

January 1, 2004
July 1, 2007
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